
Capture
Scan the front & back of the 
ID on device or scanner. Data 
& images are extracted & 
auto-populated instantly into 
your system

Authenticate 
& Verify
Captured data is processed 
for forensics checks and the 
authenticity of the document 
is validated

Compliance 
Screening
Information is screened 
against sanctions, PEP, 
internal, or any list(s) of your 
choice

Transact with 
Confidence
Results are provided in real-
time, allowing for fast, easy & 
confident transactions
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Automated Document Authentication Solution
How it works:  fast, seamless, and accurate

Organizations screening and processing systems are experiencing 
a drop in accuracy and effectiveness and an increase in identity 
fraud leading to a variety of issues. In addition, the ever-changing 
identity document market is becoming increasingly complex and 
is routinely changing templates of documents such as driver’s 
licenses and passports. There is a need for a reliable, trusted data 
certification and authentication solution that can mitigate these 
concerns.

FinScan ID Validation offers the world’s most 
advanced, automated, and anonymous forensic 
document screening technology to interdict 
fraudulent and altered identification documents 
(IDs).

Solution Features and Technology
 FinScan ID Validation supports multiple types 

of documents from 190 countries, including 
passports, visas, driver’s licenses, military IDs, 
social security cards, alien registration cards, 
other Federal, state and local government 
IDs, and many others. It can also capture 
information from non-Latin characters, such as 
Chinese and Arabic.

 Our solution uses advanced authentication tests to detect 
fraudulent documents such as Microprint Test, B900 Ink Check, 
validation of special paper, thread detect, date validity test, 
pattern match, OVI and OVD detects, color and geometry 

tests, field crosschecks such as comparison between MRZ 
and Visual Inspection Zones (VIZ), comparison between OCR, 
barcodes, and magnetic strips, and many more. 

 It is designed to work with the sometimes competing interests 
of security- and privacy-driven laws and regulations governing 
financial services, such as Basel III, the Gramm-Leach-Bliley Act 
(GLBA), Dodd-Frank, CRD4/CRR and the U.S.A. PATRIOT Act, to 
name just a few.

  FinScan ID Validation is powered by a database 
that contains templates for more than 6,000 
forms of IDs. 

  When scanning a client’s document, such as 
a driver’s license or passport, this database is 
referenced to help the software and hardware 
determine the class, series, and type of 
document, as well as where to perform critical 
forensic screening tests, and from which fields 
to pull and parse data. It also assists in the 
confirmation of the authenticity of government 
credentials. 

  The name and address information captured 
is displayed on the FinScan screen. If a 
document is found to be invalid or expired, an 
alert message will also be displayed. All valid 
records can then automatically be screened 
against sanctions, PEP, or internal blacklists 
using FinScan.

$15 Billion – the total 
identity fraud amount in 

the U.S. in 2015

13.3 million - the total 
number of identity 

fraud victims in the US 
in 2015 

~ Javelin Research 
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FinScan ID Validation Benefi ts

Detect Fraud Instantly, During Onboarding
Human inspection cannot authenticate the thousands of identity documents in circulation today.  Technology must be utilized to help 
authenticate these documents and reduce the chance of fraud at the start of your relationship with the client. Replace time-consuming 
batch processing and back-end processes with instant identity validation. Onboarding personnel and online applications get the data they 
need, when they need it. FinScan ID Validation can uncover identity fraud and other diffi  cult-to-detect scams. 

Start with Accurate Client Data Foundation
Nothing undermines data collection, compliance, and client confi dence more quickly than a misspelled name or incorrect identity 
information. Give your team and marketing initiatives a strong foundation by enabling CRM records that are accurate from the moment 
customer accounts are created. FinScan ID Validation accurately classifi es and extracts data and puts it immediately to work in FinScan.

Drive New Business with Outstanding Client-centric Service
Excite your clients with a seamless account opening process. Fast and accurate account openings, using touchless processing of 
enrollment forms and verifi cation of identity documents, is available with FinScan ID Validation. Especially in a competitive environment, 
spending more quality time with clients by eliminating labor-intensive document processing, authentication/validation, and data entry tasks 
just makes sense.

Create Solid Compliance Practices from the Beginning
The momentum for regulatory change continues to grow. As a result, organizations have to respond and regulatory compliance is not an 
option – it is an operating imperative. Establish effi  cient document validation, authentication, and disposition practices that conform with 
the latest government regulations, including Basel III, FATCA, and the Dodd-Frank Act.

Boost Effi  ciency, Reduce Operating Costs
Use FinScan ID Validation and its data classifi cation and capture capabilities to boost effi  ciency by processing more documents and 
opening more accounts with fewer labor requirements. Eliminate delays and lost documents by processing them immediately upon receipt.









 

Implementation on Multiple Platforms
FinScan ID Validation will allow you to cater to tech-savvy 
customers who expect and demand better service and more 
convenience: 

  Works on multiple platforms, including local installations, Web, 
and Cloud.

  Integrates with a wide variety of scanners, both with in-house 
solutions and with commercially available scanners.

Remote Real-time ID Authentication
FinScan ID Validation off ers remote ID authentication capabilities. This 
solution is ideal for organizations that have online or remote clients. 

  The identity document can be scanned remotely using your 
client’s smart phone or high-resolution scanner. 

 Then, the image is sent to a cloud-based system that will run 
multiple tests to authenticate the document. 

 After validating the authenticity of the ID, the data captured 
from the ID appears on the FinScan platform and is screened 
against sanctions, PEP or internal blacklists.

In summary, FinScan ID Validation can off er organizations assurance 
that the presented identity credential is consistent with its issuer’s 
design characteristics. Customer data can be eff ortlessly and 
accurately extracted from identity documents and automatically 
imported into FinScan to be scanned against compliance lists, 

while government-issued credentials are securely and properly 
investigated for their authenticity. FinScan’s automated document 
authentication, data extraction, and customer screening solutions 
will not only decrease and deter the threat of identity fraud, but will 
also help maintain a reliable, accurate pool of customer data.

    Email us today at fi nscan@innovativesystems.com to schedule a product demonstration.
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